i ndopManHoHHAS IAMATRE A HeCOBSPIISHIIOVIETHEX 110 BONPOTaM Cerus WI-FL
Krepie3onacHocTs C oMok WI-Fi MoxHO nomyunts OecrnarHetd MHTEDHET-HOCTYNR B
B ceTH «MHTepHeDy OBECTBEHHEIX, MECTaX: ¥ade, OTeNAX, TOProBbly HeHTpax H asponoprax. Tak xe

RBAACTCH OTAHUYHOH BOIMOKHOCTEH) BREXOIX B HHTSPH@T, Ho MmaOrHe 3KCHCPTEL

KoMnepicTepHpie BRDYER] ’ : CURTAIOT, UTO ofmenocTynnbie WiFi ceTr He SBIMOTCA Gez0MACHEIMEL
KOMIABIOTEPHBIH BHPYC « 3T0 PASHOBHIHOCTE KOMIIBIOTEDHBIX TIDOTpaMM, o _ C@aeﬁm'na fesonacuocTy pafoTsl B 0BWEOCTVITHLIX ceTyE Wil
OTAHMHTEAEHOH OCODEHHOCTRI0 KOTOPOH ARNARTCA CTIOCOOHOCTE K PASMHOHESHMIO ' '.: S P He . nepe}iaaaﬁ COCBOKC . JIMUHYK:  HHOOpMALHIY  4epe:
(konmpopaHulo). B ponogHeHHe K 3TOMY, BHPYCBI MOLYT NIOBPEINTE HIM T _éé‘iﬁ_&éab&wﬁﬁm&_ Wi-Fi cetw. Paboras B HIX, HENATENLHO HE BBOIHTH

| NOJHOCTHIO YHHYTORKHTE Boe (aiiiibl H JaHHLIE, MOTKORTPOIBHEIE néﬂs3asarenro, népéﬁﬂ:-mcmna, ROTHHEL H KaKHE-TO HOMEpa;
5 OT HMEHH KOTOPOro GBINA 3amylHeHa 3apakEHHas nporpaMMa, a8 TAIGKE HOBPEENTE S 2 Menonsavi - |- oOHOBRAE  AHTHBHPYCHBIE [IPOTPaMMBl |
T WM Dake YHHWTOMHTE ONSPALHOHEYEO CHCTEMY CO BeeMH gaiinamu B nenon, B a ' ' | OpauaMaysp. TeM caMeiM THi 05e30nacHite ce0s OF 33KaTKH BHPYCA HA TBOS
DONLATHHCTRE cny;aaeg PACOPOCTPAHAICTSA RHPYCH 4Epe3 HHTEPHET. . ¥CTpOHCTERO; ' '
’ MeTons 32EEHTS 9T BPEJCHOCHBIX NPOIPaMM: . : 3. Tlpw wucnomszoBansy Wi-Fi orwmown $ymkuuee «Odmui
1.  Mcnonesyil cOBpeMeHHME COSPaUHOHHBIE CHCTEME, HMEIOLIHE . moctyn k dalinam u  npugrepaMy. HaHHag  (yHKUEA  3AKpLITR  AO
cepbEsHpI YPOBEHE 33IMMTEL OT BPEIOHOCHELX [IPOTPAMM, _ VMOAUAHAI, OHHAKO HEKOTOPHIE TIONE3OBATENH aKTHBHpYIT €€ 4nz
2. TocroaHwo vCTaHaBMBaR paryl  (UHGPORBE  IATUIATKH, vao0CTRA HCNOIb30BaHA B pabote Han yyele;
KOTOPHIE  aBTOMATHMECKH  YOTAHABIMBAWOTCE ¢ LEXbis  10paloTkH 4, He wucnonssyi nyvomuueeid WI-Fl nng nepedadd AHu4HBIX
nporpaMMel) W apyrie oOHOBREHMA CBOeH OnepaumoHHOH CHCTEMBL JTAHHBIX, HAPHMED, AN BHIXOAZ B COHUATBHBIE CETH WM B JIEKTPOHHYIC
Cranupait. ux toaske ¢ oduumanpsero cafita paspaSorunka OC. Ecnm OO%TY;
CYMIGCTBYET PEHIM ARTOMATHUECKOTD ODHORISHAR, BKIOUH €10; 5. Hcnoneayit TOMBKO 3aluMIDeHHoe coenunenne vepes HTTPS, a
3. Paforait H3 CBOSM KOMIBIOTEPE NOX NPABAMH TOABIOBATENA, & #e HTTP, .e, npu HaGope peb-aapeca BEoIn uMeHHO «hitps:/;
He aaMWHHCTpaTOpd. JITO HE NO3BONHT OOJIBIIHECTEY BPEAOHOCHEBIX 6. B mobunssom Tenedone otkmoun gvarnoe «loakmogedne
TPOTPaMM HHCTARTHPOBATECH HA TEOEM HEPCOHAIBHOM KOMIIBIYIEPE; Wi-Ft aetomaruueckmy». He aonyoxali ABTOMATHYECKOTD OMKMOUSHIA
4. HWcrmonesyi aprmmﬁ}ycnme HporpaMMHRIe  TIPOOVKTHI veTpodicTaa k cevam Wi-Fi Ges teoero cornacus.
H3BECTHHIX NPOMIBOAMTENREH, C aBTOMATHYeCKHM ofHOBNeHHeM 083;
5. - Orpaupur  DuHIHYECKHH - AOCTYN K KOMIBLIOTEDY 7 OJA Counansunie ceTi ;
TIOCTOPOHHMX JIML, s : o : CounansHad CeTeE - 3To CaliT, KeTopsif Hpeﬂocmzns:e*f BOZMOKHOCTE NIOIIM
6. . HcmonesyR BHEINHME , HOCHTEOH WHQOPMANMH, TaKME KaK ocyillecTRINTE oDiieHue Mewiy codoH B uutepHere. Hawse BCero B HEX WA
dnemra, muck wid Qalin w3y MutepHeTa, TCABKO. M: NPOBEPEHHBIX K&HIOrD YeNTOBCKA EBRIOCNASTCOR CBOA NHYHAA CTPAHAYKS, HA KOTOpOH oOH
HCTOUHMKOB; . : _ : YKE3BIBAET 0 cede pasnuvHye MH(OPMALMID, HAYMHAX OF MMEHH, QaMUnHE H
7. He oTkpeizalt KoOMUBIOTEpHEIE - (aliakl, TNOAYMEHHBIE M3 . 3aKaFYVBAL JHYHBMH boTorpadusmy. MHOrHE NONE30BATENH HE MOHUMAIOT, YTO
uenandxHbX  Wcrounukos. [Mawe 1€ ei?éﬁm:x, KOTOpHE TIpHCRAN TBOH i uHbOPMativA, PA3SMEHICHHAA UMH B COLHILHEIX CETHX, MOET ObiTh HaRieHa H
spaxoMbll. Jlvaine yTouHE v Hero, CTOPARIAN Jik OH Tebe ux. ' HCHOMB30BAHE KEM  VIOAHO, B TOM WHCHe He oDx2areNpHO ¢ GUarHMu

HAMSPEHHAMMY,




OenoBHbie COBETH] TI0 J230NACHOCTH B COUBANLHLIX CETHY!
1. . Orpawnds comcok apyselt. ¥ TeGs B apyseax He JOMKHO GLITH
CIIYUAANLIX H HE3HAKOMBIX JIFOASH;

2. Jamnunad ¢BOK YacTHYR uade. He' yraseiait naponw,

reneOHEL,  anpeca, JATY TBOEFO POMIEHHA M APYIVIO  JIHYHYKO

HaGOpMaLHIo. 3TOYMBIIIEHHHKH MOTYT HCHObA0BAT ,.:Ea}i{é-ﬁl-[{b‘éiﬁiéum{ﬁ
© TOM, KaK Thl i TBOH POIHTENH IUIAHHPYSTE TPOBECTH Kaﬁukyﬂb;;

3, Sawmmail caow peny'ralmm - JepAH €8 B YMCTOTS U 3amasait
cefe BOMPOC: XOTET Sbi THI, STOGH APYTHS MONLI0BATENN BUAGHM, 9TO THI

3aTPY2HTE;

4, Ecma Thi TOBOPHIGD © JIKCABMY, KOTOPBIX HE 3HACHIE, HE

HCHCNE2YH CROE peanbHOe HMS M APYIYH JIMUHYEY #HOOPMAUMM! HMA,

MECTO HHTEIBCTEA, MeCTO Yuesh i poyes;

5. Hsberait pasmewenna d¢ororpaduii 8 Hurepwere, tig THI
u300pakeH HA MECTHOCTH, [0 KOTOPOH MOMKHO ONpeJeNHTE TEQE
MECTCOHOAOKEHNE,; '

6. TlpH  perHcTpailM# 8 COUMAMBHOR CeTH  HeobXOImHMO
HCTIOARIOBATh  CIOMKHBIE napuonﬂ, cocrosime u3 Syke w mubp . ¢
KONHYECTBOM 3HAKOR HE MeRee §; )

7. T COUMAnbHON CeTH, HOYTH M APYTHX CailTOBR HEOBXOIHMO
HCHOML30BATh  pasHRie Tapoik. Torda ecou  Tefs  panoMawT, TO
IMOYMBINRCHHAKH -[OTYYaT J0CTYIL TOIBKO K ORHOMY MECTY, 8 HE BO BCE
cpazy. . ‘

- ASKTPOHHBIE GEHLTH
- DNEKTPOHERIE ASHETH — 10 O4eish voobHe crnocod mateskedi, ogHaKo
cvmecmy}m MUH}EHHHI\H KOTOPbIE XOTAT fIONYAUTE 3TH AEHBTH.

aﬁﬁh'ETPGHH.bie AEHBEIH HOABHIHCE COBCOM HEJABHO U HMEHHO H3-32 3TQTO BO

MHOPHX TOCYJAPCTRAX 30 CHX TIOP HE TPOAHCAHO NP HHX B 38XOHAX.

B Pocewu e o (pw}cuﬂomipym"f H O HHX y:&ie [IpONHCAHG B 3aK0He, TAS
CHX pas,:zeﬂﬁm"r HA HECKONLKO BHACE - AHOHUMHBIS. W He AHOHHMHbiE, PasHuiA B
TOM, 9T aHOHMUMHBLE - 3TO T€, B KOTOPBIX PAIpeLIAeTea HPOBGZ’.‘{HT‘}: onepaniH Oe3
: u:zeﬂrmimhauuu NOML3OBATENA, & B HE " AHOHEMHBIX. HASETHDHKAIMY

NONB30BETENS sumsems{ ODHI&E[TEJ’[LHGH

sarpyxaens? flomymall, npesae 4eM 4TO-TC OnyOIHKOBATE, HAMNHNCATE M.

Taoke CRENveT DPAIHMURTE OCKTPOHMBIE DHATHHIE JEHBTM  (PABHBI
FOCYIAPCTEEHHbIM  BAMOTAM ) B HICKTpoHHsie HedHaraeie AeHsTH (He PaBHb
TOCYBAPCTECHHEERM BAOTAM ).

OCHQBHHE coBeThI No GezonacHol pafoTe € 2NEKTPOHHLIME JeHEF2MH!

T ﬂpﬂssm{x K cqe’ry MobHnbHbH Tenedod. Jto cambiit vaoOHBIHE
' "H 6&1@"{1}5{1& cnocoo BOCCTAHOBHTE JOCTYIL K cuety. Tlpusasansifi renedon

"-HO O}E€T ECJEPE 3&%‘1,&3?115 vEGH IATEKHBIH Hap{)ﬂb WM 3aiigeins Ha calit ¢

H%SH&KQMQFQ ympewm*sa,

E/If‘ﬂonssyzd OHHOpSSGBi}[" maponu. - Tlocae nepexona  Ha
__vcmeﬂﬂvm as’repmsamm Tebe ywe He GyaeT YIPOKaTh OTACHOCTh KPAamH
| WM EpexBaTa MIATERHONG HAPONs,
' S 3. ‘Boibepyr crosuelll mapons.. [TpecTynaukam SyIET He NPOCTO
YFaLATh CNOKHBIE napons. HademHele rapoeny — 5TC HapoaH, KOTophe
COARPKAT HE MeHee § 3HAKOB H BKLIOYAIOT B ce0A CTPOUHBIR H APOTMCHEE
OykBbi, Lpdipbl 8 HOOKONBKO CHMBOJIOB, TAKHE KaK 3HAK jomnapa, dyuTa,
BOCKNHLRTEREHBIE 303K | .10, Hanpumep, StROng!;;
4. He BBOAM CcBOM JMYHBIE HAHHBIE Ha céﬁTax, KOTODBIM HE
ACBEpASilh.

DIeKTDONHAE HOUTE

DASKTPCHHAA [I0MTa — ITC TEXHONOTHA M NPEIOCTABIAMLIE S0 YERYTH 1o
TePechiike H NONYUYSHWO 3REKTPOHHBN COOCINERM, KOTOPHIS PACNPEACIAIOTCH B
KOMOBIOTEPHOH ceTd, OOHUHO DNSKIPOHHEI  [OYTOBRIH  SIIMK  BBITESIHT
CITEITYEOINIM O0pPa30M: AMA_TIOBIOBATENAEEHMA_JoMeHa. Tasoke KpoMe nepenatr
ﬁpocroro TEKCTE, UMESTCH BOIMMKHOCTE Nepelasars haiiist.

Ocnonnbie coBeTH o fesonacHoil pafore ¢ 3IEKTPOHHOH NOYTOH:

I. . Hano eeiGpaTs mpaewieHel nouroBel cepeuc. B Hurepuere
eCTh OTPOMMEL BbI0Op OECTIMATHRIX HOYTOBBIX cepsucoa; OJHAKO. TyuIIe
AOBEPATE TEM, KOUO 3HACIIL ¥ KTO NIEPREM B peliTHATE;

2. He yrasmpalt B auusoll moyte mTHYHYVIO uu(bopwaimm.
Hanpumep, avime seidpath «My3slkaibHbii_GaHati@y wim «pok2013»
BMeCTo «TeMallds;

3. HenomesyR ABYXDTANHYIO aBTOPHIAUMIO. DTG KOTAR JIOMHAMO

naponid HYKHO BEOOHTE KOO, HPHCEUTacMBId no SMS;



e,
= ;ii};?}l(éﬁ Gl CROM HAZCWHEIH, YCTONIHERIH K BINOMY [ApOE;
5] Fonu ecth BOIMOWHOCTh HAIMCATE CAMOMY CBOH JIHMHBIA
BOTIPOC, [&cnon.bsyi& 3TY BO3BMOKHOCTE,
_6; . Micnonesy# HeCKONEKO  ITOYFOBBIX AIIHKCE. ﬂepablﬂ A

HACTHGH fIePeNdCKH  © aapecaTtaMy, KOTOPBRIM T JOBEPACHHE. 9’1“3'

WISKTPOHHEIN 2peC HE HAIC HCMONBIOBATE TIPH PETHCTPALNN Ha HOpYMax

W caiiTax; .

7. He otkpwieadl $alinel ¥ Ipyrue BAGKEHHT § TMHCHEMEX Jame

eC OHM DPHIIUIM OT TBOWX Apysel, Jlyuiie yToudK v HHX, OTTIPABAATH AH

OHE Tele 3TH dainsl;

‘8. Tlocse oxoMyauus paboTsl Ha  TIOYTOROM CepBMCE mepeld -

JAKPLITHCM BEKAROKH © caHTOM HE 3&6yﬂb HaXATh B2 «BBHTHY.

KubepSyausr HIH BHDTYAILHOE HIIeRaTeNLCTRO

KuGepbynauar —  OpeclefoBaHHe  coolLEHHAMY,  CONEpMALIHMH
ockopbnenns, arpeccHlio, . 3afMyFHBAaHUE; XyINTAHCTRO, COUNRIEHOS
GOHKOTHPOBAHKE © TOMOLIBIO PAIHIHBIE HHTEPHET-CEPRUCOR,

Ocrosnele coseThl 6 Hopple ¢ kubepbyinmnrom:

1. He Gpocatica & Goi, JIysiumii cioco: TOCOBETORATHCA KaK cels

BECTH U, 2CAW HET TOTO, K KOMY MOKHO OOPATHIRCA, TO BHAURNE

YCHOKOHTBCH. Ecau  Tel HAuMemb. OTBEYATH ockopbnennamu  Ha

ocKOpOIEHAR, TO TONBKO eile Gonblue pasvHKellit KOHPIHKT; '

2. Ynpasnaf csoei Kuﬁeﬁ"penyrauueﬁ;

3. . AHOHHAMEOCTE B CeTH MaHMas., CymectByror onocobsl
 BBIACHUTD, KTO CTOMT 38 HOHMMHEIM AKKAYHTOM;

_4. He cromut Becra xywnraﬂcmﬁ 00pa3. BHPTYATEHOH AU3HM.

Wrreprer durcupyer Boe TBOM JglCTEMA H. COXpasfeT MX. Yiamute X

GyaeT kpafidge 3aTpy THHTENBHO] '

' 3. Beau cefd BenuHBO:

~ 6. Hrnopupyh CAMHHYHBIH HETATIE. QO HOpasoBEIS

] {)Ch()pﬁﬂ'ﬁ?"ﬂ:ﬂhle cooGienns myHe” HI“HGPHP{}BEETE OObpranY arpeccui
o .npekpamamg Ha Ha‘{ﬂ.}'!bHOff'{ CTRIERH,

BriDepsl CAOKHBIH Iaponb. JA% Kakaoro HOMTOBOPC AUIHKE

7. bas arpeccopa. B nporpavmax  ofMeHa  MTROBEHHEIMH
COODMEHMAME, B COUMANBHLEX COTHX ECTH BOIMONHOOTH SIOKUPOBEH
OTIPARKH coOdINEHUH ¢ ONPEIENeHHEIY aAPeCos; '

8. Ecim ot csugetent  knOepbyinunra. Teou aeicTena:
B;;n,rynmm APOTHE NPECAE]OBATENA, {OKA3ATh MY, 4TO erC ARHCTRHA

. ; _{}LiﬁHHB&iQT{ZE hE!I‘ aT HBHG o4 e]})!\aTb dxepTB} y KGT{}p{Jﬁ HYEHZL

'mﬂxamm%waﬂ nomoxm:, COOBHUINTE BIPOCTBIM O DAKTE ArPecCHBHOTC

'_HGBeﬂEHHH B CETH

. :@%ﬁé#ﬁﬁﬁﬁsﬁ yegedon
~ CoBpeMenHbiC CMApT(HOHS M IIAHIICTS! COIEPHKAT B cele BIONHE B3pOCEl
DYHKUMOHAX, W TeNeph OHH MOTYT KOHKYDHPOBATE €O CTALMOHADHBIME
mz\mm{)mpamﬁ Osaxo, CPEACTE 2ALHTH 1% TONCOHBX VETPOKCTE 10K OYEHE
mano. TecTwpopaHWe ¥ IICHCK VA3BMMOCTEH B HHX NIPOHCKOOHT HE TakK
HHTEHCHBHO, Kax A4 TIK, 1o ke caMmoe Kacaetes H MOOHITEHEIX TIPHIOREHUH.
CoppeMenHble  MODMNBHBIE  Opayzephi yiKe DpPAKTHYSCKH  JOTHAIM
HACTONBHEIG AHANOry, OXHAKC paclimpesse GVHEKUNCHana Breuder 3a codoll
SOTRIIYEO CATKHOCTE M MEHBITYE) 3aHIHIIEHHOCTE.
Hanexo He BCE MPOHIBORMTENH BHIIYCKAHT OGHORNEHWS, 3aKPHIBAMOLING
KPMTHYUECKME YIIBHMOCTH A CBOMX YOTPOHCTE.
Ocxosmbie coBeTHE 415 H230NACHOCTH MOGHABHOTO TeaehoHa:
l.  Byaer OCTOpOMEH, Bellp xkoraz tede npeanaralorT GecnnatHb
KOHTEHT, B HeM MOTYT GBFTh CKPBITE! KAKHE-TO THIATHBIE YCyTH;
2. Hywmail, nopexzae ueM oropaentek SMS, doto wan supec. T
TOTHO FHACHIE, Fe OHH OVIYT 8 KOHEYHOM Hrore?
3. . HeofxomuMmo ODHOBIATE OlCPAUHOHHYIC CHCTEMY TBOETO

cMaprdoHa;
4. Hemonpayil  aHTHBHPYCHBIE hp{}rpaMMbli AN MOOHIBEBIX

tenedonos;
5. He sarpy®aii NpHACKSHH OT HEWIBECTHOTO HCTOMHHKA, Beib

OHM MOTYT COASPXATE EPEACHOCHOE NPOrpaMMHoe 0deCneueHHme; -

6. [lecne Toro kak Tl Beifigews ¢ caiita, rie BBOSHI JAHMHYIO
yRbopMankie, 3aliaH B HacTpofiky Opayzepa U yiaany cookles; -

7. [Tepuonuueckx  Opoeepsil KAaKHe  TINATHRIE  YONYTH
AKTUBHPOBAHBL HA TBOCM HOMCPE!



2. Haeabi cBoli Womep molHapHOTO Tenedona TOABKC NIOHIM,
| KOTOPEEX THI 3HACIE B KOMY JIOBEPASHIR,

9. Bluetooth pomsen OoiTh  BRIKNIOHEH, KOTHA THL HM  HE
nonezyelnsca. He 3adpisail HHOTIA NPOBEPATE 370,

DUINHHE BIH KPIKa JHYHLIX ZaHHBIX

InaeHan uene QUIUMHEP - Ei_ma HHTepHeT-MQmmuuqecréa, COCTOHT B .
MOAYVHEHWH KOHGRACHUHATLHEEX JAHHLIX TOMBI0BATEeH — NOTHYOR U napoueil.
Ha aurmmiickom aseike phishing uvraetca kak dmmuur (ot fishing — pednan

. noBad, password — maponas),

OcHoBHbIE coBeTH BY (ophie ¢ GHRIIRHTOM,

i. Cnenw 3a CROUM akRayHTOM. EcAH Thi HOAO3PERACLID, UTO TBOY
apketa Geia B3NOMAEHA, TO HeoDXomMMO 3alROKHPOBATE ¢ W CcoolWHTL
SAMHHHCTPATOpaM pecypea of ITOM Kax MOKHO CKopee,

2. Hcoonesyll GesonacHbie seG-caliThl, B TOM UHCNE, HHTEPHET-
MATa3HHOR # [IOHCKOBBIX CHOTEM;

3. Hicnons3yvit cnosnsie ¥ pairbie napond. Taksim oSpazoM, ecid
TedR BILOMAOT, TO MCYMBIUUIEHHHKH NOJIYYAT JOCTYH TOABKO K OGHOMY
TBOEMY NpoiTio B CETH, 4 HE KO BCEM;

4 Ecmu teda BanoManu, TO HeOSXOAHMO ngéz[yr;pe,imb BCEX
CBOMX 3HEKOMBIX, KOTOpBIE 100asiaeHEL v Teba B APYILAX, O TOM, uTe Tehd
BITOMANH H, BOIMOKHO, OT TBOEIO HMEHM GYET PacChUIATRCA cham H

CCELTKH H& HIIHHTOBbIE CaliThl;

3, VeranesH Hadesxubii napons (PINY #a MoOwikaEil tenedon;
6. . OTwIoYH cOXpaHeHHe Iapoia B Opayaepe;
7. He oTkpeeait (aiiiisl U IpYTHE BICKEHHS B [HCBMAX Jame

eCAM OHM TPHILTH OT TROWX. Ipy3el Jlyume yTouHH ¥ HHX, OTIIDEBIALN K

ouy Tebe 3TH daier,




